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About This Document

Intended Audience

This document is intended for the personnel who:
*  Configure the Video Management System (VMS)

e Know video surveillance basics

Document Versions

Version 02 (2016-03-15)

Compared with Version 01 (2015-09-30), Version 02 (2016-03-15) includes the changes described in the

following table.

Change Type Description

Feature change Added GB VMS Setting;
Added User Management function;

Added NAT Setting.

Editorial change Updated screenshots.

Revised the document.

Version 01 (2015-09-30)

Compared with Version 00 (2014-11-20), Version 01 (2015-09-30) includes the changes described in the

following table.

Change Type Description

Feature change -

Editorial change Updated screenshots.

Revised the document.




Version 00 (2014-11-20)

This is a draft.

Compatibility

The following table provides the products and VMS software version to which this document applies.

Product KDM2801H-G2

NVR Software Version V2R2B3SP1




1 Typical VMS Networking

The following is the typical VMS networking.

Encoder 1 3 : '
Camera : :
[ nternet : Internet

VMS Hardware
Camera EnNcoder

o s @ HEE@A00 L cu

Camera Encoder .. Storarge Device

As shown in the preceding figure, the typical VMS networking includes the following:
*  Front-end device

Front-end devices include cameras, encoders, decoders, recorders, audio devices, and alarm
devices.

e VMS hardware

With the optimal graphical user interface (GUI) the VMS hardware is easy to use. The VMS
hardware manages and schedules front-end devices.

*  Storage device

The storage device stores and manages recordings.

« PMC

On the PMC, you can add front-end devices, configure the VMS, and manage disks.
e CU

The CU supports live viewing, audio controls, front-end device/recording/alarm/snapshot/user

management, video-wall control, and e-map.



2 VMS Hardware

The following table provides the specifications of the KDM2801H-G2.

Embedded, 19 inch (2U)

2 RJ45 ports (10M/100M/1000M, adaptive)

4

1 RS485 (for adjustment)

1 VGA port (for adjustment before delivery)

Single, AC 100-240V, 50-60 Hz

4GB

Celeron 1037u, dual-core, 1.6 GB

MSATA 8 GB

s25W

0°C to 55°C

10% to 90%

443 mm X 461 mm x 88.1 mm

<13 kg




3 Getting Started

3.1 Logging In to the PMC

To log in to the PMC:

1. Run the Internet Explorer web browser as the administrator of your personal computer (PC).
2. Enter the IP address of the VMS into the address bar of the Internet Explorer web browser.
Note that Internet Explorer 10 or later is recommended.

If the VMS is located in a NAT-enabled network but your PC not, enter the IP address and access
port of the VMS into the address bar, for example, http://10.20.30.252:80.

3. Select PMC.

4. Enter a user name and the password, as shown in the following figure.

KEDACOM Phoenix English ~

VMS Management Client

Professional in Sati Requirements in Video

Remember Me

Manuals H MediaPlayer Plugin Download (® IPCCtr Download More >=>

LSWeb Client [l Mobile Cient

The VMS comes with an administrator account whose user name is admin and password 888888.
5. (Optional) Select Remember Me.

6. Click Login.


http://10.20.30.252/

@ Note

During first login, download and install the cuocx control. If you install this control with Internet Explorer closed, you can
log in to the PMC without bothering to restart your PC. If you install this control with Internet Explorer open, you need to

restart your PC before you can log in to the PMC.

If you already back up the configuration file (/etc/httpd/conf.d/kdm.conf) of the apache, correct the file and delete the

backup. Otherwise, you cannot log in to the PMC.

3.2 Tools

If you need more tools, click More>>> on the PMC login interface. Then, you can see the following:

Application Program and Other Tools Download

8 library, please try V

please downiload the tool manually.)

3.3 Icons

The following table helps you read icons under VMS List.

B Master VMS A blue icon indicates an online device. A
grey icon indicates an offline device.

as Slave VMS When the icon turns red and blinks,

T Front-end device alarms are generated.

EEBE NRU

== Internet connected -




€3 Internet disconnected -

(G} GB VMS -




4 Managing the VMS

4.1 Querying System/Module Status

On the Status tab page, you can query the status of the VMS and its modules.

Statuws Device

Item
System Time
Hardware Version
Software Version
Host/Standby
Systemn Usags

CPU Usage

Mamory Usage

= Statistics

Online Usar
Recording
Playback

Forwarding

Settings Disk Status System Alarm Device Alarm  Recording License

System Status
Status
2016-03-11 14:21:41
2801H-G2-B1(1037)
Phoenix 2.2.3.1.0 2016.1.4

Host (connected to a standby VMS)

_ 395
—— 18%
—_—,e
1

0

1]

2

I




Hame
PROXY

A5

GBS
PUI
cul
VTDU
Cui

PUIGE

Module Status

IP Address Status
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Connected
10.77.128.204 Offline

1|

] |

The following table provides the description about each VMS module.

(Record Server)

PROXY All Session Initiation Protocol (SIP) network elements (NEs) register to this
module.

3AS This module saves device and user data for each VMS domain.

RCS This module includes the following two sub-modules:

v RMS: accepts NRU registration/access and schedules and manages NRUSs.

v' SCS: is responsible for iSCSI disk array connection and disk

partition/formatting/mounting/logging.

NRU stands for Network Recorder Unit.

(TV Server)

MPS This module manages the e-map and map elements, for example,
(Map Server) download/upload/create/delete sub-maps and add/delete/drag map elements.
TVS This module manages the video wall.




Module

Description

UAS This module saves front-end device configurations, user-defined data, and
(User  Application user/device/alarm logs.

Server)

ALS This module manages alarms.

(Alarm Server)

PUI

(Peripheral

Interface Unit)

This module converts protocols for front-end devices and the cmu.

GBS This module manages the access of devices/VMSs that comply with the

(GB/T28181Server) Guobiao (GB) protocol of China.

Ccull This module ensures the interconnection between the VMS and Kedacom

(Client Interface solutions/G300/G400/G700. It supports the conversion between the Open

Unit 1) Settlement Protocol (OSP) and SIP and the conversion between device IDs that
comply with the VMS 2.0 and Kedacom numbers that are used by other
systems.

PUIGB This module converts protocols for GB-compliant front-end devices and the cmu.

(Peripheral

Interface Unit GB)

CUl This module manages user access and authorization and supports the
. conversion between the web service and SIP.

(Client Interface

Unit)

VTDU This module transfers and distributes streams (in relays when required).

(Video

Transfer&Distribute
Unit)

MTS

This module is an embedded G800 and works with the GBS to convert Kedacom

10




Module Description

(Media Transfer | standard streams into GB-compliant streams.
Unit)

4.2 Configuring the VMS

421 Network

NIC
To configure the NIC:
1. Choose Settings > Network.

2. Under NIC, configure parameters displayed, as shown in the following figure.

MIC
Default Gateway: 10.77.205.254
Het Card: | G-LAND El 1000Mbps &= IP Address: |10.77.128.204
Warking Mode: | Auto-negotiation El Submet Mask: 255.224.0.0

Apply

Note that all Net Card must share one default gateway.

If net cards are located on different network segments, you need to create a port-mapping table.

You are advised to use G-LAN1 for NAT connection.

3. Click Apply.

Static Route

Networking devices forward packets using route information that is either manually configured or
dynamically learned using a routing protocol. Static routes are manually configured and define an explicit
path between two networking devices. Unlike a dynamic routing protocol, static routes are not

automatically updated and must be manually reconfigured if the network topology changes.

The benefits of using static routes include security and resource efficiency. Static routes use lower
bandwidth than dynamic routing protocols and no CPU cycles are used to calculate and communicate
routes. The main disadvantage to using static routes is the lack of automatic reconfiguration if the

network topology changes.
To create a static route:

11



1. Choose Settings > Network.

2. Click Add under Static Route, as shown in the following figure.

Static Route

&l Destination IP Subnet Mask Default Gateway

4 [

Page 1 of 0 No records to view

Add Delete

3. In the displayed Add Record dialog box, specify parameters displayed, as shown in the following
figure.

Add Record ®

Destination IP
Subnet Mask

Default Gateway

Submit Cancel
4

4. Click Submit.

NAT

Address translation substitutes the real address in a packet with a mapped address that is routable on
the destination network. The network address translation (NAT) technique includes the following

processes:
* Translate a real address into a mapped address
* Undo translation for returning traffic

To configure NAT settings:

1. Choose Settings > Network.

2. Select an Ethernet port under NAT.

3. Select a mapping mode.

Ethernet IP: 172.16.64.1
Port: G-LAND [=]
Mode: @ manual © Semi-auto © Auto

Explanation: Semi-Auto: user-defined mapping port; Auto: router assigns mapping port automatically.

Motice: Please configure router port mapping first and then the list under it!

Apply

12



Manual: If you select this value, you need to create the same port-mapping table on both the VMS

and router in operation.

Semi-auto: If you select this value, you need to create a port-mapping table on the VMS. The router,
however, must support the Universal Plug and Play (UPnP) technology.

Auto: If you select this value, the router in operation will allocate mapped ports to the VMS. The
router, however, must support the UPnP technology.

Note that the UPnP technology supports only single-layer NAT port mapping.
If you select the Manual mode:

1) Select a port number.

Port Protocol External IP Bxternal | ppabled Status Note
port
12000 uDF ] I Irrealid Wireless PU Port =
&0 TCP ] ' Imrvalid HTTP Port. For Cl
PMC login
70 TCP ] - Irrealid Mobile CU Port
1722 TCP ] ' Irrealid CUI Login Port
3478 unDp o - Irraalid STUM Server Port
5060 TCP ] I Invalid PROXY Port =
5060 uorP [} - Invalid PROXY Paort
5062 uop [} - Invalid PM5 Port
5510 TCP 4] - Irrealid VEIP Listening Por
5511 uopP [} - Invalid GE Port
5650 TCP ] - Irrvalid Mobile CU Port
5700 TCP ] I Invalid Mobile CU Port
7000 uDF ] I Irrealid Platform Recaive
Straam Port
‘.-mn.-. simn r;” — T S LT Ao ;
Add Delete Edit
2) Click Edit.

3) Inthe displayed dialog box, specify parameters displayed.

13



Port: 12000
Communication

Protocol | UDF El
[x]

Emable/Disabl Disablad

External IP:

External
port: O

Note: Wireless PU Port

Apply

4) Click Apply.
5) Copy the port mapping relation to the router in operation.
If you select the Semi-auto mode:

1) Select a port number.

Port Protocol External IP Eltf-‘:';ﬂl Enabled Status Note
poi
12000 UDP (4] r Irvalid Wireless PU Port :
&0 TCP (4] m Irrealid HTTP Paort. For |
PAMC Login
i TCF [4] r Irvalid Mobile CU Port
1722 TCP (4] | Irrealid CUI1 Login Port
3478 UDpP (4] E Irrvalid STUM Server Port
5060 TCR (4] | Irrealid PROXY Port =
5060 UDpP (4] E Irrvalid PROXY Port
5062 UDP (4] r Imvalid PMS Port
5510 TCF [4] B Irvalid VEIP Listening Por
5511 UDpP (4] | Irrealid GE Port
5650 TCF (4] r Irvalid Mobile CU Port
&700 TCR (4] | Irrealid Mobile CU Port
T000 UDpP (4] E Irrvalid Platform Receive
Stream Port
TR LI .l — j ] A R AT e s i
4 ] | 3
Add Delete Edit
2) Click Edit.

3) In the displayed dialog box, specify parameters displayed.

14



Port:

Communication
Protocol

Enable/Disabl Dissbled [=]

External IP:

External
port: O

Haote:

Apply

4) Click Apply.

@ Note

When the Manual mode is selected and the IP address of the VMS is changed, you need to update the IP address for the

VMS on the router.

DDNS

The Dynamic Domain Name System (DDNS) update integrates DNS with DHCP. The two protocols are
complementary: DHCP centralizes and automates IP address allocation; DDNS update automatically

records the association between assigned addresses and hostnames at pre-defined intervals.

The DDNS allows frequently changing address-hostname associations to be updated frequently. Mobile
hosts, for example, can then move freely on a network without user or administrator intervention. DDNS
provides the necessary dynamic update and synchronization of the name-to-address mapping and

address-to-name mapping on the DNS server.
To configure the DDNS settings:
1. Choose Settings > Network > DDNS.

2. Click Edit under DDNS.

DN wwnwr. ddnseasy_com &

Edit

3. Enter a domain name for the VMS in the DDNS Service text box.

15



DDMS: wara ddnzeasy.coms |:|

Apply Log Dut

4. Click Apply.

After the preceding steps are performed, users can access the VMS through its domain name.
4.2.2 Module

You can disable or enable modules on the Module sub-tab page, as shown in the following figure.

Status Device Settings pisk Status  System Alarm Device Alarm  Recording License
Module " Status
VTDU ENABLED ]

video transferring distribution madule

NRU (EnvisieD I

Metwork Record Module

Pu (EnasieD

Device access moduls

cul ENABLED ]
Clisnt access module
GBS ENABLED ]

GE access module  Configuration: GE

s (EabLED

GE transcoding module

CUI 1 pleaze click the fiollowing link for

configuration ENABLED l
Compatible client
module  Configuration:siore
MS5 ENABLED ]
Media service module
PUIGBE

ENABLED ]

GE device access module 1P
Address10.77.125.204: 5800

CAPS ENABLED ]
wechat release moduls

4.2.3 General
On the General sub-tab page, you can:

* Change the domain name of the VMS (the change can take effect only after the VMS is rebooted.)

16



* Extend the access capability for GB-compliant front-end devices
*  Configure STUN settings

With a STUN server, two hosts located behind two different NAT-enabled networks can discover
their own public IP address and communicate with each other.

Run the STUNTEST to check whether STUN settings work properly.
v' If yes, the settings are successful.
v" If not, deploy another STUN server and apply its IP address.

Note that the default value for Webserver Port is 80. You cannot set this parameter to 90, which is
occupied by the MSS.

*  Set the system time

Note that a slave or lower-level VMS synchronizes its system time with its master or upper-level
VMS. Therefore, you do not need to set the system time for the slave or lower-level VMS.

*  Enter the name and IP address of an upper-level VMS
* Reboot or shut down the VMS

* Import or export an mirror file for the VMS

* Restore factory defaults for the VMS

* Upgrade the VMS

The following are examples.

Basic Information
Domain Hame: |kedacom
Apply
Interconnection

Level: Pleass select a lzvel. [=]

1

Location, (Dptional)

STUN
STUHN Server: 0.0.0.0

webserver port |30

Apply

17



System Time

&) NTF  NTF Server:
& wmanual Date: 20160311 Time: 18:30:30
Apphy
Upper-level YMS
Hame:
IP Address:
Apply
Impart Mirror Expart Mirror Restore Upgrade
4.2.4 GB VMS Setting
1. Goto Settings>GB;
Status Device Settings User Dick Status  System Alarm Device Alarm  Recording License
wTSIP:1zToan MTS Port: (5800 Connectad
Maore Apply
/ Upper-Level \
Alias GE ID IP Address Port Connected
] b
Page 1 of 0 w= =1
s . To access to upper-level GB VMS
o 4
4 Lower-Level YMS N\
Alias GB ID IP Address Status User Hame Password
] b
Page 1 of O wr =i
s . To add lower-level GB VMS
= /
/ GB-compliant Device \
Alias GB 1D IP Address Status User Name Password
s 31000000002 700000050 172.16.251.3 Offline admin 828838
A4 T ] »
Page, 1 %1 . .
To add GB-compliant device such as MSS

\Add Delete /

Parameters settings:

® Region: Click “Edit” and select an administrative region name from the popup window. The GB
ID will generate automatically.

18



o
Region: | Shanghai E - El - El -

GEID: 31 - (00 - |00 - oD - 002000000000

OK Cancel

@ Note: Only VMS of V2R2B2 and above version supports automatically generating GB ID function.
When VMS of old version is upgraded to this version, GB ID should be set manually.

® Code transferring service IP: MTS IP address.

@ Note: If use built-in MTS code transferring, no need to modify IP address. Enable MTS.

® Code transferring port: MTS port.

® GB VMS port: GB connection port, 5511 by default, cannot be modified on PMC.

@ Note: When lower-level VMS cascades and the upper-level VMS enables GBS, the

lower-level VMS uses GB ID of its own level.

2. Click “More” and enter The CU can access videos types: Auto Selected, VMS and Device. The
default is Auto Selected.

@ Note:

1) When upper-level VMS views GB device videos of lower-level one, if the lower-level selects
Device, the upper-level can view and playback videos of this GB device. If the lower-level
selects VMS, the lower-level only provides VMS videos and the upper-level cannot view videos
of this GB device at lower-level.

2) When upper-level VMS views GB videos of lower-level one, if the lower-level selects Auto
Selected, the lower-level can provide videos of either GB device or VMS according to the
request of upper-level.

3) As an upper-level VMS, it can view videos of lower-level VMS by default. To set view request,
please refer to VMS Advanced Configuration Guide.

4.2.4.1 Configure Upper-level GB Domain
One VMS can configure one or more upper-level VMS, operation steps:

1. Click “Add” in Upper-Level interface and a window will pop up. Input the information as follows:

19



Alias: Upper-level VMES
GB I0: [31010000000000000000 | *
IP Address: 10.20.20.24 :

Port: 5511 '
User Hame: 31000000002000000000 '
Paszword: 538538 £

Add

Explanation of parameters:

Parameter | Explanation

Alias Can be modified

GBID Upper-level GB ID

IP Address | Upper-level VMS IP address, can be modified

Port For VMS cascading, the default is 5511, can be modified

User Name | Compulsory, the default is lower-level VMS GB ID

Password | Compulsory, the default is 888888

2. After setting, click “Add”.

Check added VMS, click “Info” to view relative information, “Delete” to delete the VMS and “Edit”
to edit VMS information.

4.2.4.2 Configure Lower-level GB Domain
1. There are 2 methods to add lower-level VMS:
® Click “Add” in Lower-Level VMS interface.

® In topological area, click “Add”>"GB VMS”.

20



| WMSList | Device List MRU List

gk add gl Delete | (8 Edit

Slave VMS
| Lower-level VM

GE VM5

Add Lower-level GB VIMS h

2. In the popup window, input relative information. IP address is optional and the default is the GB ID
that inherits this VMS.

Add Lower-level GBE VMS

Alias: Lower-level W3S
GE ID: 210100000000000 *
IF Address: [10.20.20.24]
Us=r Mame: 210100000000000
Password: 285283

Explanation of parameters:

Parameter | Explanation

Alias Can be modified

GB ID Lower-level GB ID, cannot be modified

IP Address | Optional, it can be obtained automatically when the lower-level registers to the

upper-level and it updates automatically

User Optional, the default is lower-level VMS GB ID

Name

Password | Optional, the default is 888888

After adding lower-level GB VMS, it will display in the topological area. Double click the VMS to show

relative information.
4.2.4.3 Configure GB-compliant Device

In GB-compliant Device area, add GB-compliant device such as MSS. The following steps take

21



adding MSS as an example.

1. Goto Settings>Module and enable GBS and MSS modules;

Status Device Settings User Disk Status  System Alarm Device Alarm  Recording License
NRU ENABLED |

Metwork Record Module

PUI ENABLED |

Device access module

cul ENABLED |

Clignt access module

GBS ENABLED |

GB access\module Configuration: GB

MTS

ENABLED |
GE transcoding module

CU” Please click the following link for

configuration EMABLED |

Compatible clisnt
module  Configuration:Mare

MSS L ENABLED | }
Media seryice moduls

PUIGB .
GE devics access module 1P DISABLED
DISABLED |

Address 172.16.151.3:5800

CAPS

Wechat releaze module

2. Go to Settings>GB>GB-compliant Device, click “Add” and input parameters in the popup

window;
Alias: I | #
IF Address: *

User Mame: | The peripheral GE ID i= used by default.
Password: 282882

Apply

3. After input parameters, click “Apply” and the added device will display in the interface;

22



GB-compliant Device

Alias GE ID IP Address Status User Hame Passwol
embedded mss 31000000002 700000027 10.77.1238.204 Online admin SEEAAE
externalmss 31000000002 700000028 10.77.128.102 Online admin BEEAAE
4 T ] 3

Pags 1 of 1
Add

4. Enter MSS login interface (user name: admin, password: 888888) by inputting its address in IE
browser. For example, if the VMS IP address is 10.77.128.204, the MSS address is v
http://10.77.128.204/mss/index.html;

5. Go to System configuration> Platform parameter and input parameters:

KEDACOM Tool admin |[Change password] |[Reboot] |Logout

Media Streaming Server

Platform parameter
» Metwork configuration
Platform type: | platform 2.0
» Module configuration Platform address: | 10,77.126.204
Piatform port: | 5511 | =(Default port of piatform 1.0 is 5070, platform 2.01is 5511.)
» Server backup Media streaming 1D+ | 3100000000700000027 |+
=
Platform usernar me: | admin
Plstform passviord: | sussss
Parameter Explanation
Platform type select “Platform 2.0”
Platform address Input the IP address of platform 2.0

@ Note: platform address should be in the same segment as that of

platform’s first net card.

Platform port GB VMS port

Media streaming 1D GB ID of VMS peripheral device

Platform ID GB VMS ID

Platform username VMS user name

Platform password VMS password

6. Modify network configuration: if the platform is in dual segments, configure its network segments,

23



steps:

1) Goto System configuration>Network configuration, click “Create”;

Teol admin |[Change password] |[Reboot] |Logout

Media Streaming Server

Hetwork configuration

» Network configuration

NIC amount: 2
> Modul 1077255254
NIC info
P Serverbachp No. | NIC name Network address Netmask
1 GLAND 10.77.128 204 255.224.0.0
2 GLANt 19216812 255.255.255.0

> Platform parameter

‘
Network segment configuration
Network segment No. | NIC name. Nebwork address
1 GLAND 10.77.128.204

2) Input “NIC address” in the popup window:

Create network segment 4

Metwork segment No.: 2

NIC address: | 157.168.1.2 -2

Confirm Cancel

7. When the client is in WLAN while the platform is in LAN, user needs to configure NAT mapping
and network mapping at PMC client and MSS client. Please refer to NAT Configuration and MSS
Mapping Configuration.

4.3 Querying System Alarms

4.3.1 Active Alarms

To query active device alarms, choose System Alarm > Active.

Status Device Settings Disk Status | System Alarm| Device Alarm  Recording License
Histary
Alarm List
Module ID Module Alias Start Time Description End time
5356909535CH 406584654950 110034 | cuid 2016-03-11 16:40:03 nvalid alias
cmu cmu 2016-03-10 20:26:01 Discennection from module [madule info: Name-stun, 1é-stun@kedacom, 19-0.0.0.0] alarm

Paget  of1 1-zof2

Accurate Search

start Dats: 2016-02-10 start Time: 00:00-00
End pats: 2015-03-11 end Time: | 15:40°33
Search
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You can use Accurate Search to search for specific active alarms.

4.3.2History Alarms

To query history alarms, choose System Alarm > History.

Status Device Settings Disk Status  System Alarm | Device Alarm  Recording

Active

Module ID Module Alas

53865b9535C 4d6E84664980di1 10034 cui

pms pms
cmu cmu
cmu cmu
3as Tas
emu emu
pms pms
cmu emu
3as Tas
pms pms

Accurate Search
Start Date: [2018-02-10
End Date: 2016-03-11

Start Time: D0:00-00
End Time: 16:30:41

Search Export

Start Time

License

Alarm List

nvalid alias

CPU overload slarm

Discoanection from module [module

Discoanection from module [module

ralid license alam

piscoanection from module [module

CPU overload slarm

Disconnection from module [module:

nvalid license alarm
CPU overload slarm

Pagelt  |ofs

info: Hame-stun, 16-stun@kedacom, 1p-

Description

info: Hame-stun, 16-stun@kedacom, 1p-

info: Name-stun, I1d-stun@kedacom, |p-0.0.0.0] alar

info: Mame-stun, Id-stun@kedacom, |p-0.0.0.0] alarm

You can use Accurate Search to search for specific history alarms.

You can click Export to export and download a list of history alarms.

25

End time

2016-03-11 DO:02:50

2016-03-10 10:12:44
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5 Managing Front-End Devices

5.1 Device Management

5.1.1 Adding a Device
To add a device:

1. Click Add on Device, as shown in the following figure.

Status Device Settings Disk Status  System alarm Device alarm  Recording License
Device List
= uuIp Name Type Model | Enabled | IP Address Vendor Disabled On C"mﬁ‘ég with
D OCE32541 447c40c5aEf13cEBT6Cf29bE Co4a-1 Encoder KDMCD4A- F 10.77.128.101 kedacom 037-12-1 -
A
D 3a112533=f57462bb0cas6ooiz4bod3b |PC425- Encoder m 1L = 10.77.126.223  kedacom 037-12-3
E120 SETES

0 091bod3a41 TE4ed3927655f 067110000 zjqo Encoder wmt = 10.20.20.23 kedacom 2036-12-28
D 071bod3a41 TE4ed 392765506711 0001 zjgl Encoder vimt = 10.20.20.23 kedacom 2036-12-28
0 091bod3a41 Te4ed3927655f0a7 10010 zjq1a Encoder wmt = 10.20.20.23 kedacom 2036-12-28
D 091bod3a41 TE4ed3927655f0a7 10100 Zjq100 Encoder Ymt = 10.20.20.23 kedacom 2036-12-28
O 091bcd3a41 7TE4ed 3527658087101 01 gl Encoder vt = 10.20.20.23 kedacom 2036-12-28
D 031bcd3a41 7TE4=d 3527655047 10102 10T Encoder vt = 10.20.20.23 kedacom 2036-12-28 =
0 091bod3a41 Te4ed3927655f0a7 10103 zjq103 Encoder wmt = 10.20.20.23 kedacom 2036-12-28
D 071bod3a41 7E4ed3727655f067 10104 Zjqi4 Encoder Wt = 10.20.20.23 kedacom 2036-12-28
0 091bod3a41 Te4ed3927655f0a7 10108 zjq106 Encoder wmt = 10.20.20.23 kedacom 2036-12-28
D 091bod3a41 TE4ed3927655f0a7 10106 Zjq106 Encoder Ymt = 10.20.20.23 kedacom 2036-12-28
O 091bcd3a41 7TE4=d 3527655047 10107 Zjqiar Encoder vt = 10.20.20.23 kedacom 2036-12-28
D 091bcd3a41 7E4=d3527655T04TF10108 Zjq1 08 Encoder vt = 10.20.20.23 kedacom 2036-12-28
[l C91bed3a41 TE4ed3927665f067F10105 zjq10% Encoder wmt = 10.20.20.23 kedacom 2036-12-23 [
D 071bod3a41 754ed3927655f067F 10011 Zjq11 Encoder Wt = 10.20.20.23 kedacom 2036-12-28
0 091bod3a41 Te4ed3927655f0a7 10110 zjg110 Encoder wmt = 10.20.20.23 kedacom 2036-12-28 .
4] M, ] »

Pags 1 of 11 s & 1 - 20 of 202
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Alternatively, click Add under Device List, as shown in the following figure.

WMS List | Device List | MRU List

Infa

Q

2dd  |gh pelete
I

3

[ =# kedacom
[ ziqo
1'% ziol

2. In the displayed Add Device dialog box, specify parameters displayed, as shown in the following
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figure.

Harne: | |+ [ a8 pevice

Typs: Encoder [=] Model: [=] *
Enabled/Disabled Enabled [=] IF: *
Arcess Route: [T] VMS in another HAT 7] Front-end in another HAT ﬁ

Dizabled on: (2037-12-31 #
Location:

=

write Data: *

oK Cancel Others

If you select Write Data, you need to enter the current IP address of the device. Then, the IP
address of the VMS and the Universally Unique Identifier (UUID) of the device will be sent to the

device.

For the IP parameter, you can enter either the current IP address of the device or a new IP address.
If you enter a new IP address, the device will use this new IP address after it receives this IP address
from the VMS.

When specifying Model, you can click Others to add a new model specific to the device as follows:
1) Click Others.
2) Click Add, as shown in the following figure.

model Management

Model Management
L= Number of b3
1 |Model name | Vendor GE Madel Type Device Nun'.lber H.elqulre:l Local alarm Mumber of Ha.x_NumbEr of | Max I!umber of
Series of Video | License Storage Input Data Decoding Channels | Decoding Ouputs
Sources nputs Streams
[ FizediPC kedacom Encoder Fixed IPC 1 1 Mo 36 z =
series
[[] FizediPC kedacom Enceder Fixed IPC 1 1 ¥es 346 2
series with
storage
[ FizedLC kedacom Encoder Fixed IPC 1 1 Mo o z 0|
series =
[[] FizedLC kedacom Enceder Fixed IPC 1 1 ¥es o 2
series with
storage
[l “oMm-DoiE kedacom Decoder 16 1
[ HDM-DOIF kedacom Decoder 16 1
[ “owm-ooig kedacom Decader 16 1
-
= rus e S | N == —; v ar .
4] LI ] +
Page ¢ of 6 = =i 1-10of 51

Delete

3) In the displayed Add model dialog box, specify parameters displayed, as shown in the following

figure.
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model name:
wendor: kedacom

[[] a& model

Device Series:
MWR | | 5WR | |Fizxed IPC | | PTZIPC

Capability: Cata Streams: [0 Widen Sources: |0

Required License: [0 Local storage: O
Alarm Inputs: 0

Sawe Cancel

4) Click Save.
3. Click OK.
5.1.2 Querying Information About a Device
You can query information about a device in any of the following ways:

v" Select the device from the device list and click Info.

Status Device Settings Disk Status  System alarm Device alarm  Recording License
Device List
=] uuID Mame Type Model | Enabled | IP Address Vendor | Disabled On Cﬂm%; with
[[] DcB32841447c4cr5aBf19cE876Cf25b6 CO4a-1 Encoder KOMCO44- E 10.77.128.101  kedacom 2037-12-31 -
4
3a212533=f57452ba0cashocl24b0d3b IPC425- Encoder PTZ IPC = 10.77.128.223  kedacom 2037-12-31
E120 series

[ 09bod3a4 TE4edIFI7RESI0GTIIONG il Encoder vmt = 10.20.20.23 kedacom 2036-12-28
[[] 091bcd3a41754ed3927656f067f10001  Zjq1 Encoder vt = 10.20.20.23 kedacom 2036-12-28
[ 09bod3a4 TE4edIFITRESI0GTIIONGD  Zjqi0 Encoder vmt = 10.20.20.23 kedacom 2036-12-28
[] 091bcd3a41754ed3527655f067F10100  Zjqio0 Encoder vmt = 10.20.20.23 kedacom 2036-12-28
[ C91bcd3a41764ed3927655f 067110101 Zjgion Encoder vimit = 10.20.20.23 kedacom 2036-12-28
[] 071bcd3a41754ed3527655f067F10102  Zjqioe Encoder vmt = 10.20.20.23 kedacom 2036-12-28 =
[ C91bcd3a41764ed3927655f067110103  Zjqios Encoder vimit = 10.20.20.23 kedacom 2036-12-28
[] 091bcd3as1754ed3927655f06710104  Zjqios Encoder Vit = 10.20.20.23 kedacom 2036-12-28
[ 09bod3a47E4ed39I7essfoarfI00s  zjqios Encoder vimit = 10.20.20.23 kedacom 2036-12-28
[] 091bcd3as1754ed392765506710106  Zjqioe Encoder Vit = 10.20.20.23 kedacom 2036-12-28
[ 09bod3a4 TE4edIFITRESIOGTIIONNGT  Zjqio? Encoder vmt = 10.20.20.23 kedacom 2036-12-28
[[] 091bcd3as1754ed3927655f06710108  Zjqios Encoder Vit F 10.20.20.23 kedacom 2036-12-28
[ 09bod3a4 TE4edIFITRESI0GTIIONG  Tjqios Encoder vmt = 10.20.20.23 kedacom 2036-12-28 I
[] ©91bcd3a41754ed3527655M67F10011  Zjgil Encoder vmt = 10.20.20.23 kedacom 2036-12-28
[ 091bod3ad TE4ed352765E06710110 Zjgiio Encoder wmt = 10.20.20.23 kadacom 2036-12-23 5
4 [} ] »

Pags 1 of 11 s & 1- 20 of 202
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v Double-click the device from the device list.
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v Select the device under Device List and click Info.

VMS List | Dewice List | MRU List

| »

¥ & kedacom
['¥ =ziqo
[]'¥ zja1
'@ zig2
[ zjq3
L' zigd
[ zja5
1'% zige
FwET
[ zigs
1'% zia3 L

5.1.3 Editing a Device
To edit a device:
1. Select the device from the device list and click Edit.

2. Inthe displayed Edit dialog box, change parameter values, as shown in the following figure.

LunD: |3a212533efa7452bb0casfce024b0d3b

Marns: [FC425-E120 *
Type: |Encoder [=] Model: | PTZ IPC series [=] =
Enabled /Dizabled Enabled El 1P 1077128 223 *
Acces Routs: [T] WMS inanother HAT [T Front-snd in another HAT @
Dizabled on: 2037-12-31 #
Location:
=
write pata: [ 10.77.128.223
Edit Cancel Others
3. Click Edit.

5.1.4 Deleting a Device
To delete a device:

1. Select the device from the device list and click Delete.
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Status Device Settings Disk Status  System alarm Device alarm  Recording License

Device List
& uuID Name Type Model | Enabled | IP Address Vendor | Disabled On Cm%: with
D DCE3Z541 44Tc 400538 29cE8T6Cf23b6 Co44-1 Encoder KDMCD44- = 107712811 kedacom MET-12-31 :
A
3aT12533=f57452bbdcastoc0z 4bod3h |PC425- Encoder F‘ﬂ 1B = 10.77.128.223  kedacom M37-12-31
E120 SETIES

O 031bcd3a41 784ed3527655f04 711 0000 i ] Encoder wmt = 10.20.20.23 kedacom 1036-12-28
|:| 031bed3a41 TE4ed3927655f06 711 0001 zjgl Encoder Wmt = 10.20.70.23 kedacom 2036-12-28
O 031bcd3a41 7E4ed3527655f0a7H1 0010 Zjgio Encoder wmt = 10.20.20.23 kedacom 1036-12-28
D 031 bod3a41 7E4ed3527655f06a7H1 0100 Zjq100 Encoder wmt = 10.20.20.23 kedacom 2036-12-28
0 031bod3a+1 TE4ed3v2TeEsfOaTH 0107 zjgiot Encoder Wimt F 10.20.20.23 kedacom 1036-12-28
D 091bcd3a41 7E4ed3527655f067H1 0102 ZjqioT Encoder wmt = 10.20.20.23 kedacom 2036-12-28 =
0 031bod3a+1 7E4ad37276EEf 06710103 zjq103 Encoder Wimt F 10.20.20.23 kedacom 1036-12-28
D 031bod3a+1 TE4ed3727665f 06710104 Zjqio4 Encoder WMt = 10.20.20.23 kedacom 2036-12-28
O 031bod3a+1 7E42d3727665f 06710106 zjq106 Encoder Wimt F 10.20.20.23 kedacom 1036-12-28
D 031bod3a+1 TE4ed3727665f 06710106 Zjq106 Encoder WMt = 10.20.20.23 kedacom 2036-12-28
O 031bcd3a41 7E4ed35276E5f0aTH1 0107 Zjgiar Encoder wmt = 10.20.20.23 kedacom 1036-12-28
|:| 031bod3a+1 TE4ed3727665f0aTI1 0108 zjq108 Encoder WMt F 10.20.20.23 kedacom 2036-12-28
O 051bcd3a41 7E4ed35276E5f0a7H1 0109 Zjgias Encoder wmt = 10.20.20.23 kedacom 1036-12-28 W
D 091 bod3a41 7E4ed3527655f0671 10011 g1 Encoder wmt = 10.20.20.23 kedacom 2036-12-28
[ C91bod3a+ TE4ed3927665067110110 zjgi1o Encoder wmt F 10.20.20.23 kedacom 2036-12-28 e
4 [1[] ] ¥

Pags 1 of 11| ex i 1 - 20 of 202
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Add Info Edit Batch Search Others

Alternatively, select the device under Device List and click Delete.

WMS List | Device List | MRU List

[¥] B kedacom
[ ziqo
L'¥ zjal
OW zjg2
LW zig3
[ ziga
[]'¥ zigs
L' zigs
v wET

2. In the displayed dialog box, confirm your operation.
5.1.5 Batch Operations

5.1.5.1 Adding Devices

To add a batch of devices:

1. Click Batch.
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Status Device Settings Disk Status  System alarm Device alarm  Recording License

Device List
=] UuID Name Type Model | Enabled | IP Address Vendor | Disabled On Enmlg'*i”‘
[[] DcB32841447c4cr5aBf19cE876Cf25b6 CO4a-1 Encoder KOMCO44- E 10.77.128.101  kedacom 2037-12-31 -
4
3a212533=f57452ba0cashocl24b0d3b IPC425- Encoder PTZ IPC = 10.77.128.223  kedacom 2037-12-31
E120 series

[ 09bod3a4 TE4edIFI7RESI0GTIIONG il Encoder vmt = 10.20.20.23 kedacom 2036-12-28
[[] 091bcd3a41754ed3927656f067f10001  Zjq1 Encoder vt = 10.20.20.23 kedacom 2036-12-28
[ 09bod3a4 TE4edIFITREEI0GTIIONGD  Tjqid Encoder vmt = 10.20.20.23 kedacom 2036-12-28
[] 091bcd3a41754ed3527655f067F10100  Zjqio0 Encoder vmt = 10.20.20.23 kedacom 2036-12-28
[ C91bcd3a41764ed3927655f 067110101 Zjgion Encoder vimit =2 10.20.20.23 kedacom 2036-12-28
[] 071bcd3a41754ed3527655f067F10102  Zjqioe Encoder vmt = 10.20.20.23 kedacom 2036-12-28 =
[ C91bcd3a41764ed3927655f067110103  Zjqios Encoder vimit =2 10.20.20.23 kedacom 2036-12-28
[] 091bcd3as1754ed3927655f06710104  Zjqios Encoder Vit = 10.20.20.23 kedacom 2036-12-28
[ 09bod3a47E4ed39I7essfoarfI00s  zjqios Encoder it = 10.20.20.23 kedacom 2036-12-28
[] 091bcd3as1754ed392765506710106  Zjqioe Encoder Vit = 10.20.20.23 kedacom 2036-12-28
[ 09bod3a4 TE4edIFITRESIOGTIIONNGT  Zjqio? Encoder vmt = 10.20.20.23 kedacom 2036-12-28
[[] 091bcd3as1754ed3927655f06710108  Zjqios Encoder Vit = 10.20.20.23 kedacom 2036-12-28
[ 09bod3a4 TE4edIFITRESI0GTIIONG  Tjqios Encoder vmt = 10.20.20.23 kedacom 2036-12-28 B
[] ©91bcd3a41754ed3527655M67F10011  Zjgil Encoder vmt = 10.20.20.23 kedacom 2036-12-28
[ 091bod3ad TE4ed352765E06710110 zjgiin Encoder wmt = 10.20.10.23 kadacom 2036-12-23 5
4 (1] ] »

Pags 1 of 11 s & 1 - 20 of 202
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2. Inthe displayed Batch dialog box, click Download.

& add Device 0 Export Device Information 0 write Data

Please click Download and Import to download, fill wp, and import the templats.

3. Click Save as.
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-
Windows Internet Explorer u

What do you want to do with Devinfo.csv?

Size: 797 bytes
Type: Microsoft Office Excel 2003
From:172.16.64.1

< Open

The file won't be saved autematically.

% Save

4. In the downloaded Devinfo.csv file, enter device information according to the existing two
examples in the file.

5. Inthe Batch dialog box, click Browse.

& add Device 0 Export Device Information 0 write Data

Please click Download and Import to download, fill wp, and import the templats.

Dowmnload Start Cancel

6. Open the Devinfo.csv file with device information entered.

7. Click Start to Import.

% add Device T Export Device Information © Virite Data

Devinfo.csv (1KB) x

Please click Download and Import to download, fill up, and impaort the template.

Start to
Download Import Cancel

5.1.5.2 Exporting Device Information
To export information about a batch of devices:

1. Choose Batch > Export Device Information > Export.



©) Add Device @ Export Device Information &) Write Data
Click Export and Download to export device information.

Export Download Cancel

2. Click Download.
© Add Device @ Export Device Information © Virite Data

54 devices have been exported. Click "Download” to download to local.
Click to export device info and download to local.

Export Download Cancel

3. Click Save as.

-
Windows Internet Explorer M

What do you want to do with DevInfo.csv?

Size: 6.67 KB
Type: Microsoft Office Excel 2003
From:17216.64.1

< Open

The file won't be saved automatically.

& Save

5.1.5.3 Writing Data

To write the UUID and VMS IP address into a batch of devices:
1. Choose Batch > Write Data.

2. Specify VMS IP Address and Port Number.

Note that the default value for Port Number is 5510.



Batch

© Add Device © Export Device Information Write Data

Please enter or select a path in the Device Information text fisld.

VMS IP Address: | Port Number: |551 0
Device Information: I Browse |

Write | Cancel |

No. Device Name Device ID Operation Result |

3. Click Browse to upload the Devinfo.csv file with information about target devices entered.

The following is an example.
0 Add Device ) Export Device Information @ \irite Data

Please enter or select a path in the Device Information text field.

VMS IP Address: | Port Number: [5510
Device Information: |C:\Usersixss\Deskiop\Devinfo.cav Browse |
Write ] Cancel |

HNo. [ Device Name [ Device ID | Operation Result [

4. Click Write.

5.2 Device Alarms

5.2.1 Active Alarms
To query active device alarms, choose Device Alarm > Active.

You can use Accurate Search to search for specific active alarms.
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You can click Clear to clear an active alarm.
5.2.2History Alarms
To query history alarms, choose Device Alarm > History.
You can use Accurate Search to search for specific history alarms.

You can click Export to export and download a list of history alarms.
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6 Managing

Disks

You must configure disk arrays before you can use the recording function of the VMS.

6.1 Adding, Editing, and Deleting NRUs

6.1.1 Adding an NRU

To add an NRU:

1. Under NRU List, click Search.

Edit | Delete

&l laodage

VMS Topology Device List |

NRU List

| Search

TCI NRU(172.16.64.1

2. Select the target NRU and click Add.

nrulD
1639ce1bcb0148fb803a6041c75fedct
09d4b0c30céad7bbb5besa106a2968fc
8f6bc29d259f4bd8a536aac 1fab8aset
8a162cB2b7aad9c1a22d84af63741266
9b3c1b3b02d24e1da642042618df8ecy
341568d1bb62434384%9a076f69601963

NRU
NRU
NRU
NRU
NRU

NRU

Name

Device List

Type

IP Address

201-CMS-L1E 172.16.65.108

280MA-GZ
2801A-G2
280MA-GZ
2801H-GZ

2501-G2

172.16.64.2
172.16.64.4
172.16.64.5
172.16.64.1

172.16.64.163

Register To
172.16.65.108
172.16.64.2
172.16.64.4
172.16.64.5
172.16.64.1

Vendor
phoenix
kedacom
kedacom
kedacom
kedacom

kedacom

a

LU

Seamh
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In the displayed Add NRU dialog box, specify parameters displayed.



Add NRU

VMS 1P Address: [172.16.64.1 |
Device ID: 341568d1bb624343849a076f696b19
IP Address: 172.16.64.163
Device Nama: NRU
Enabled/Disabled: Enable [+]

OK

4. Click OK.

@ Note

If the VMS is configured with a slave VMS, you must add NRUs of the slave VMS to the VMS.
6.1.2Editing an NRU
To edit an NRU:
1. Under NRU List, select the NRU and click Edit.
VMS Topology Device List | NRU List |

Edit . Delete . Search

&l laodage

2. Inthe displayed Modify NRU Info dialog box, change parameter values.

e

WMS IP Address: 172.16.64.1
Device ID: 9b3c1b3b02d24e1dab4204e615df5e
P Address: 172.16.64.1
Device Name: @ |
Enabled/Disabled: Enable [=]

OK

3. Click OK.
6.1.3Deleting an NRU
To delete an NRU:

1. Under NRU List, select the NRU and click Delete.
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2. Click Continue.
| Important

Important operating tips!

“ Deleting NRU will terminate the NRU
A recording. Continue?

Continue Cancel
iéa

6.2 Adding, Deleting, Connecting to, Disconnecting from, Enabling, and

Disabling iSCSI Disks

6.2.1 Adding an iSCSI Disk
To add an iSCSI disk:

1. Ensure that the disk can communicate with the VMS and that the disk IP address and the IP
address of the G-LANL1 are located on the same network segment.

2. Choose Recording > iSCSI > More.

Statin  Menape Device  Sadtings Dish Seatis  Symtiosn Alarms  Dewvice Mlarm Recording  Licends

B kRU

i |
o HHE S
Initiatees agn. 195405 com redhat baa sl Stafun Erabie
IP5SAH IP IPSAN Type Traramit spesd Recetvs Spesd CPU Usage Mamary Usage Sty
TR, ] W00 sy (s .8 2. Lirskoasd

3. Inthe displayed dialog box, click Add IPSAN Setting.
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Configure iSCSI {Maximum 5 iSCSI)

IP Address Port Status |CHAP Authentication  User Name

172.16.64.3 3260 Linked Mo
1 m |
Add IPSAN . Reconnect to
Setfing Delete Disconnect Al

4. Inthe displayed Add Record dialog box, specify parameters displayed.

' Add Record x |

IP Address [| ]

Part 3250

[ Enable CHAP

User Mame

Password

B Submit = Cancel
v

The default value for Port is 3260.
5. Click Submit.
6.2.2Deleting an iSCSI Disk

To delete an iSCSI disk, select the disk in the Configure iSCSI (Maximum 5 iSCSI) dialog box and click
Delete.

6.2.3Connecting to iSCSI Disks

To connect to iSCSI disks, click Reconnect to All in the Configure iSCSI (Maximum 5 iSCSI) dialog

box.
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6.2.4 Disconnecting from an iSCSI Disk

To disconnect from an iSCSI disk, select the disk in the Configure iSCSI (Maximum 5 iSCSI) dialog box
and click Disconnect.

6.2.5 Enabling or Disabling iSCSI Disks

To enable or disable an iSCSI disk, click Enable or Disable under iSCSI, respectively.

6.3 Operations on NRUs

6.3.1 Partitioning

To create partitions for an NRU:

1. Choose Recording > NRU > Disk List.

2. Select the NRU from the disk list and click Partition.

Disk List

Name Ip | Capacit | sgapus Number of Available Number of History From
Partitions Exceptions

Jdev/sdc [ 195.3G Online 1 i [VIRTUAL-DISK] IP: 172.16.64.3:3260,0
(HostlD: 13,BusID:0, TargetlD: 13, LunlD:0)

Parition Remaove View Log

3. Inthe displayed Partition dialog box, specify parameters displayed.
1) Specify Number of New Partitions.
2) Click Equal to equally divide the NRU.
3) (Optional) Select Adjustable to divice the NRU according to onsite needs.

The following is an example.
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Partitio

Original status

Mame /dev/sdc Mumber of Available Partitions 1
Capacity 195.3G  Available 0B

New status

-‘-‘ -

Numnber of New Partitions 3 Adjustable
Equal You are advised to divide a disk into equal-sized partitions to achieve the optimum disk

performance.

Execute Manually format each partition after the partition is completed.

4. Click Execute.
6.3.2 Formatting
To format a partition, select the partition under Partition List and click Format (vbfs) or Format (ext3).

If existing recordings are configured to be overwritten when recording space is insufficient, you are
advised to format a partition as the ext3 file system.

6.3.3 Mounting and Unmounting

To mount or unmount a partition, select the partition under Partition List and click Mount or Unmount,

respectively.

6.3.4 Restoring

To restore a partition, select the partition under Partition List and click Restore.
6.3.5 Viewing Logs

To view operation logs of a partition, select the partition under Partition List and click View Log.
6.4 Querying Disk Status

To query disk status, click Disk Status.

Under USB Status, you can query the status about a USB backup disk, which stores system data. If

VMS hardware fails, you can restore the system data of the faulty VMS on another normal VMS.

When the VMS is operating properly, do not remove the USB backup disk.
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7 VMS Networking

7.1 Cascading

7.1.1 Adding a Lower-Level VMS
To add a lower-level VMS:

1. Ensure that the IP addresses of the lower- and upper-level VMSs are located on the same
network segment.

2. Under VMS List, choose Add > Lower-level VMS.

| WMS List | Device List NRU List

EY Add |gl Delete |

Slave VM5

Lower-level VM5

(e:AY] Add Lower-level VIMS

3. Inthe displayed Add Lower-level VMS dialog box, specify parameters displayed.

Add Lower-level YMS

Location in the Network: Upper and lower in the same subnet E|
Mame:
IP Address:
Port: 5062
Uzer Mame:

Password:

Remember me Add

4. Click Add.
7.1.2 Editing a Lower-Level VMS
To edit a lower-level VMS:

1. Select the lower-level VMS and click Edit.
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2. Inthe displayed dialog box, change parameter values.

Edit Slave or Lower-level ¥YMS

Platform relations: Slav

av

VAT
ViV

(15

Location in the Network: |Master/slave platform are in LAN
IF Address: 10.77.125.207

Hame 55

Apply

3. Click Apply.
7.1.3 Removing a Lower-Level VMS
To remove an online lower-level VMS, select the lower-level VMS and choose Delete > Online.

To remove an offline lower-level VMS, select the lower-level VMS and choose Delete > Offline
Deletion.

7.2 Stacking

7.2.1 Adding a Slave VMS
To add a slave VMS:

1. Ensure that the IP addresses of the master and slave VMSs are located on the same network

segment.
2. Under VMS List, choose Add > Slave VMS.

3. Inthe displayed Add Slave VMS dialog box, specify parameters displayed.

Add Slave VM5

.

IP Address:
Port: 5062

User Name:

Password:

Remember me Add

Mote: After being added, the slave VM5 will reboot, during which the device
information on the slave YMS will be removed.

4. Click Add.
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7.2.2 Editing a Slave VMS
To edit a slave VMS:
1. Select the slave VMS and click Edit.
2. In the displayed dialog box, change parameter values.
3. Click Apply.
7.2.3 Removing a Slave VMS
To remove an online slave VMS, select the lower-level VMS and choose Delete > Online.

To remove an offline slave VMS, select the lower-level VMS and choose Delete > Offline Deletion.
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8 User Management

Click User in the menu bar to manage administrator account and view operation logs of every

account.
Form: User Accounts
User Type Explanation
System Have the authorities to manage and configure VMS, default user name: admin,
administrator password: 888888.
administrator Have all the authorities as a system administrator account has except user
management. Administrator should be created by a system administrator only.

@ Note: multiple administrator accounts can login to the PMC client at the same time.

@ Location: - kedacom Shutdown
Status Device Settings User Disk Status  System Alarm Device Alarm  Recording License
M User List
User List
I Leg
User Name Type Description
admin Administrator  super administrator
Page [1 of 1 1-10of1
Add Edit Delete

8.1 Account Management

Click User in the interface to add, edit or delete an account.
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Add
1. In User List interface, click Add;

2. Inthe popup window of Add Record, input user name, password and description, click Submit
to finish adding an account.

@ Note: a new account is an administrator account by default.

Add Record ®

User Hame | |

Password
Type

Description

Submit Cancel
P

Edit
1. In User List interface, select an account and click Edit;

2. In the popup window of Edit Record, input a new user name, password and description, click
Submit to finish editing an account.

Delete
In User List interface, select an account and click Delete to finish deleting an account.

8.2 Log

In User interface, click Log to view or export operation logs of all accounts.

In the Accurate Search area, select Start Date, Start Time, End Date and End Time, and click
Search or Export to view or export operation logs in this period.
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9 VMS System Management
9.1 License Management
You can click License to view license information.
Status Device Settings User Disk Status System Alarm Device Alarm License

License Information

Apply To fcfl6445c83836aac570c025a8ba62c6aT 83465355 1b9cdbibé0614c62cdac
ID 43c3c577-4249-4d09%-8325-cB640ecTEl6a
Type FileKey
‘Yersion ViR
End Date 2016-05-25
Monitoring
License 330
Used 204
Free 126

Interoperation with Third Party Devices
Mo. Vendor

1 other

Refresh Update

License Information

On the license information section, you can view the machine code, license number, license type,

license version, license end date.

Allowed Device Number

On this section, you can view the maximum device number, used number and free number.

@ Note:

The default setting of the new user account is “administrator”.
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Interoperation with Third Party Devices

Display the manufacturers’ name that can add and "other” means the ones no included in the list.

Update License

Click “Update” and select the file, click "OK” to update.

Refresh License

Click on “Refresh”, you can refresh the current license information.

9.2 Exporting and Importing Mirror Files

9.2.1 Exporting

To export a mirror file, choose Settings > General > Export Mirror.
9.2.2 Importing

To import a mirror file:

1. Choose Settings > General > Export Mirror.

2. Inthe displayed dialog box, select From PC or From the backup system disk.

@ From PC &' From the backup system disk

Mote: Importing an image file will cause a VMS to reboot.

Cancel

3. Click Browse.
4. Open the file.

5. Click Start.

9.3 Restoring Factory Defaults

To restore factory defaults, choose Settings > General > Restore.

You are advised to make backups before restoring factory defaults.
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9.4 Upgrading the System

To upgrade the system:
1. Choose Settings > General > Upgrade.

2. (Optional) Export a mirror file.
Supgested to export mirmor image,
want to export now?

Yes Mo
A

3. Inthe Upgrade System dialog box, click Browse and open the upgrade file.

From PC
Start Cancel
4, Click Start.

@ Note:

You are advised to make backups before upgrading the system.
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10 NAT Configuration

10.1NAT Network Configuration

Create network connections among different networks and configure port mapping in VMS and router

according to specific conditions. Please note the following points:

1.

2.

If the VMS is not in NAT, no need to configure port mapping;

If the VMS is in NAT, need to configure port mapping in both VMS and router, and configure STUN

Server;

If login to the VMS which is in NAT through CUI1 module, after configuring port mapping, need to
modify opt/kdm/cuil/conf/cuil.xml file, and add NATIP, NATPort (8000), MAPIP, MapPort (8000) IP
and port;

If the VMS crosses multiple network segments, please use G-LAN1 address to configure NAT

traversal.

10.2Common Ports of VMS

Port Explanation

80 HTTP port, for CU and PMC login
1722 CUI1 login port

1727 Network management port

2222 SSH port

3478 STUN Server port

5060 PROXY port

5062 PMS port

5510 VSIP start listening port
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7000 Port of VMS receiving PU streams

8000 CUI1 crossing NAT port

8001 NAT packet receiving port for CUl and VTDU

8002 Stream receiving port for CUl and VTDU

12000 Wireless front-end port, should be configured on the wireless front-end web

control that is out of NAT

10.3Login Crossing NAT

When login the VMS in NAT from outside of NAT, need to configure NAT mapping with VMS port 80 on
the VMS in NAT.

10.4Cascading Crossing NAT

In cascading networks, when the upper-level VMS is in NAT while the lower-level VMS is out of NAT, or
when the upper-level VMS is out of NAT while the lower-level VMS is in NAT, or when the upper-level
and lower-level VMS are in different NAT, need to configure NAT and STUN.

®Note: when the upper-level and lower-level VMS are in the same Ethernet, no need to configure
NAT or STUN.
10.4.1 Upper-level VMS in NAT, Lower-level VMS out of NAT

When the upper-level VMS is in NAT while the lower-level VMS is out of NAT, need to configure NAT
mapping on the upper-level VMS with VMS port 5060 and 5062 respectively.

10.4.2 Upper-level VMS out of NAT, Lower-level VMS in NAT

When the upper-level VMS is out of NAT while the lower-level VMS is in NAT, need to configure NAT
mapping on the lower-level VMS with VMS port 80, 5060 and 5062 respectively.

10.4.3 Upper-level and Lower-level VMS in Different NAT

When the upper-level and lower-level VMS are in different NAT, need to configure NAT mapping on the
upper-level and lower-level VMS with VMS port 80, 5060 and 5062 respectively. Meanwhile, need to
configure STUN.

Operation steps:

1) Login to PMC, click VMS List from the left. Select Add> Lower-level VMS and select Upper and
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lower in different NAT-enabled networks for Location in the Network;

(=t t B B ol e T Ll L pper and lower is in different NAT-enabled networks E|

Mame:

IP Address:
Port: 5062

User Name:

Password:

Remember me ] | Add

2) Go to Settings>Network, and in NAT configuration area, add NAT mapping with VMS port 80, 5060
and 5062;

Operation steps for configuring STUN:

a) Run the software tool STUNTEST in upper-level and lower-level VMS NAT, then use the internet
IP of host VMS as STUN server IP address;

b) Go to PMC interface of upper-level VMS, and configure STUN server address in
Settings>General;

c) Go to PMC interface of lower-level VMS, and configure STUN server address in
Settings>General;

d) Run CU and the server address is the upper-level VMS address. If it can obtain device list of
lower-level VMS, cascading is successful.

10.5Single VMS Crossing NAT

When the VMS and the front-end device are in different NAT, need to add an NAT mapping with VMS
port 7000 to the VMS.
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11 Abbreviations and Acronyms

DDNS

GB

GUI

NAT

NE

OSP

PC

SIP

UPNnP

uuib

VMS

Dynamic Domain Name System
Guobiao

graphical user interface
network address translation
network element

Open Settlement Protocol
personal computer

Session Initiation Protocol
Universal Plug and Play
Universally Unique Identifier

Video Management System

53



